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ALL INDIA INSTITUTE OF MEDICAL SCIENCES, NEW DELHI
OFFICE OF DIRECTOR

F.No. 40-30/2024-Estt.| 16.10.2024
OFFICE MEMORANDUM

Sub: Pilot of facial recognition-based access control & visitor management system at AlIMS
New Delhi reg.

During the rounds of the undersigned, it has been noted that despite the best physical security
measures, the compliance with visiting hours is not being adhered to and visitors are sometimes
noted to be entering various clinical areas unchecked, including OT & ICU areas. This not only
increases the risk of hospital acquired infections for admitted patients, but may also allow the
entry of unscrupulous elements, especially at night.

Ref. OM No. 40-30/2022-Estt.| dt. 07.02.2024 (copy attached), AIIMS New Delhi has already
initiated the pilot of Al enabled CCTV surveillance at the Mother & Child Block. Keeping in view
of the recent tragic incident at RG Kar Hospital, AlIMS New Delhi is committed to further augment
the safety and security of its students, staff, patients and visitors.

Accordingly, it has been decided to install Facial Recognition-based Access Control (FR-ACS) &
Visitor Management System (VMS) on a pilot basis in the Mother & Child Block at AIIMS New
Delhi with the following features:

- The FR-ACS shall restrict access into inpatient, diagnostics, office & research areas to only
authorized AIIMS students, staff & patients.

- The entry to restricted areas shall be strictly controlled by automated facial recognition-
controlled flap barriers.

- All patients (except emergency / critical patients) & their accompanying attendants shall
be enrolled into the FR-ACS at the time of admission to enable their seamless movement.
This authorization shall be linked to their UHID and shall automatically be revoked at the
time of discharge.

- The FR-ACS shall be complemented by a VMS, which shall be fully digital, automated &
app based, requiring no human intervention in routine.

- The VMS shall be for all visitors coming to meet any patient, student or staff member
(henceforth referred to as invitee) at AIIMS New Delhi

- All invitees shall be able to enrol on the VMS app after authentication via eHospital /
SAHAS / SARAL / Facial Recognition based Access Control.

- The VMS shall enable the invitee to share a secure visitation invite on the VMS app or as
an invite link via SMS / WhatsApp. The said invite shall be mapped to provide access to
only specific areas of AIIMS New Delhi based on the location of the invitee and the
purpose of the visitation. The number of permitted invites per day shall also be
configurable to limit the number of visitors permitted.

- On his / her first visit, every Visitor shall be required to enrol on the VMS app with a valid
Government issued ID (like Aadhar, etc.) and record their facial identity, so as obtain a
Unique Visitor Code (UVC). The UVC linked facial identity shall then allow them seamless
access via the FR-ACS to authorized areas if they have a valid invite. &1&
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- For digitally challenged invitees & visitors, staffed facilitation terminals shall be provided
in various in-patient areas & entry points to educate & facilitate their access to the
respective areas.

To develop the detailed specifications of VMS, finalize the tender for the same on GeM via DO
Store and commission the system before 315t March 2025, the following committee is
constituted:

- Prof. Venkat lyer, Head - Dept of Pathology — Chairperson

- Dr. Nirupam Madaan, Medical Superintendent (H) — Co-Chairperson

- Prof. Vijay Mathur, Head — Paediatric & Preventive Dentistry — Member

- Prof. Sanjay Rai, Superintendent of Hostels — Member

- Dr. Vivek Gupta, Addl. Prof. of Community Ophthalmology - Member

- Col. Digvijay Singh, Chief Security Officer — Member

- Er. Deepak Bhutale, Superintendent Engineer — Member

- Representative of FAIIMS

- Representative of Resident Doctors Association

- Representative of Officers Association

- Representative of Nurses Union

- Representative of Students Union

- Representative of Society of Young Scientists

- Representative of Karamchari Union

- Store Officer (DO) - Member Secretary

The committee may co-opt external experts & DGHS nominee as necessary.

A performance audit of the system shall be conducted after 3 months of the successful
deployment of FR-ACS & VMS in the Mother & Child Block to decide regarding its extension to

all areas of AIIMS New Delhi.
“%‘/\/\‘b\ W\
Prof. M Srinivas
Director

Distribution (with a request to also circulate it to all officials under their control)
1. Dean/s (Academic, Research, Examination)

Addl. Director (Admin)

Medical Superintendent (AlIMS)

Chiefs’ of all Centres / Head, NCI Jhajjar

Heads’ of all Departments

Sr. Financial Advisor

Prof. |/c Computer Facility
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